accessible —that it, in a format that allow the content to be read by
as many people as possible, regardless of their disability or context
of use— linked the bibliographical sources in the content

Check this analysis on-line at
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tools in Colombia

Karisma Foundation
By Juan Diego Castañeda

A

2

police corruption when “suddenly the telephone rings and he sees the mouse arrow
start to move by itself, as if possessed or remotely controlled, and delete the docu
ment”3

the devices we use every day are vulnerable, and they store personal information that

lowing way
tween governments and the private sector, imposing or requesting access to “back
doors” to hardware or software, establishing greater requirements for internet
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access, such as registering with biometric data, or by banning the use of security

quiring technological capacities to surreptitiously access electronic devices and gath
er information from them, or even turn on their webcams or microphones and record
5

tions, but also the suppression of dissidence and intelligence gathering6
The use of these tools by governments and private parties creates problems for the
exercise of human rights, since it entails total intrusion into the target individual’s

ican countries, there hasn’t yet been a debate about their legitimacy, nor about the
challenges that these activities pose for the human rights legal frameworks in our

between criminals and the authorities7

alternative would prevent the creation of new vulnerabilities, since it only exploits
existing ones, and it would ease the pressure on manufacturers and service providers
to collaborate with governments8

Hacking Team in Latin America

in Mexico9
11

6
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12

that the extent of the use of this tool in the region was much greater than what was
initially reported13
some point acquired or used this software
15

16

and that

17

contacts were being made in Argentina

18

19

question21
22

Hacking tools in Colombia

23

What the police acquired was a remote control system called “Galileo”, which installs

microphone or webcam, and even record what is typed on the keyboard
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eral announced on December 3 that an investigation would commence derived from

institution25
Although apparently there was also illegal physical surveillance26

on in his computer were deleted, not by accident, but as if someone had taken control

Hacking Problems
Taking control over someone else’s device, regardless of the technical means em
ployed, is equivalent to interception of communications in Colombia and, therefore,
said activity 27

phone, may involve the collection of all kinds of personal information such as photos,
work or personal documents, browsing history, access to microphones and webcams,
and even control the device itself; all the foregoing without the person being aware
delivers far more information than would be obtained, for example, in a raid of the
home of the person concerned, though, in contrast, there are many more controls for

to one’s own volition, it is also exercised in the use of search engines or in the storage
28

The debate over the legality of hacking in Colombia, on the possible scope of a law
that allows it and the obligation to add controls to its execution to prevent abuse, such

8
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constitute the highest standards that currently exist if one is to consider that a restric

legitimacy of surveillance measures on communications derives from the observance
29

part of governments around the world, noted that:
in accordance with international standards, the use of programs or sur
veillance systems in private communications must be set clearly and pre
cisely in law, be truly exceptional and selective, and be limited to that
which is strictly necessary for the performance of imperative ends such as

veillance of Communications must be taken into account, which were developed from
the digital milieu31

veillance measures are: legality, legitimate purpose, need, appropriateness, propor
public oversight, integrity of communications and systems, guarantees for interna

The existence of a law in the formal and material sense presupposes a public debate
on the need, proportionality and adequacy of the measure, from which it follows that
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The current illegality of the use of hacking tools is more noticeable if one considers
system, computer data interception and the use of malicious software, among others,
are crimes32
33
35

tions is a crime

Team, at least in Colombia, there are no investigations against individuals or entities

Conclusions
said rule would need to be clear about the types of tools that can be used and the pur
in the device, to recording what is typed or what is captured by the microphone or

The extent to which the measure is limited in terms of the media on which it would

The lack of precision in any of these issues can be a blank check for the authority that
might deploy the measure, from where the requirement of a legitimate goal might
fail, as well as the requirement of need and proportionality because it would be per
It is clear that the hacking would require a court order, therefore, an application pro
cedure should be established wherein the satisfaction of the requirements that would
be designed to prevent abuse, and it should also contain provisions regarding the
right of defense, and the submission of transparency reports by the authorities on the
Finally, one needs to consider that the extent to which hacking is a legitimate form
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this contradiction is an issue that must necessarily be part of the public debate on the

Check this analysis on-line at
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Notes

vulnerabilities in information systems, essentially with the goal of reporting

Karisma, the correct expression when one “hacks” to cause harm is to “crack”,

“hacking” to mean “cracking” in this document, although we are aware that

trieved from
ournal of Democracy
Report of the Special Rapporteur on the promotion and protection of
the right to freedom of opinion and expression
See
mail. CNET

Feds use keylogger to thwart PGP, Hush-

he snooping dragon:
social-malware surveillance of the Tibetan movement. University of Cambridge Computer Laboratory;
The Conversation

International Business Times

Northwestern Journal of Technology and Intellectual
Property
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For their eyes only: the commercialization of digital spying
You only click twice: FinFisher’s global proliferation

mapping FinFisher’s continuing proliferation
trieved from

Revista Semana

Civil society in Latin America rejects Hacking Team’s spy software
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El Universo
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