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When the State “hacks"’

Analysis of the legitimacy of the use of hacking
tools in Colombia

Karisma Foundation
By Juan Diego Castafieda

n Argentinean prosecutor receives a PDF file in his inbox called “secret and

strictly confidential.pdf” and luckily tries to open it on his Android phone. Had

he opened it on his computer “the file would have shown nothing but a single

blank page. While [the prosecutor] pondered this, spying software would have
been installed on his machine.”2. A Colombian journalist is investigating a case of
police corruption when “suddenly the telephone rings and he sees the mouse arrow
start to move by itself, as if possessed or remotely controlled, and delete the docu-
ment”? he was working on. These cases demonstrate that communications can not
only be censored or intercepted, they can also be subject to computer attacks, since
the devices we use every day are vulnerable, and they store personal information that
can be of interest to attackers.

The internet is affected by all types of control measures that determine to what
extent it is a free, open, and safe medium. Ron Deibert classifies controls in the fol-
lowing way*: The first generation of controls consists in defensive content-block-
ing and filtering systems. The second generation stems from the collaboration be-
tween governments and the private sector, imposing or requesting access to “back
doors” to hardware or software, establishing greater requirements for internet



access, such as registering with biometric data, or by banning the use of security
and encryption tools.

Third generation controls are offensive in nature and they include the use of directed
attacks by governments, by means of their own capabilities or by the use of private
sector technology, such as that offered by Hacking Team. States, then, have been ac-
quiring technological capacities to surreptitiously access electronic devices and gath-
er information from them, or even turn on their webcams or microphones and record
what they pick-up®, that is, to hack them to achieve objectives in criminal investiga-
tions, but also the suppression of dissidence and intelligence gathering®.

The use of these tools by governments and private parties creates problems for the
exercise of human rights, since it entails total intrusion into the target individual’s
private life, and can thus affect, among others, the right to freedom of speech. Even
though these tools are present not only in Colombia but also in several Latin Amer-
ican countries, there hasn’t yet been a debate about their legitimacy, nor about the
challenges that these activities pose for the human rights legal frameworks in our
countries.

On the other hand, it has been asserted that the use of these tools by law enforcement
is a necessity in the fight against crime and terrorism, since it levels the playing field
between criminals and the authorities’. Others maintain that the use of hacking tools
can be legitimate as long as there is a judicial order to make use of vulnerabilities in
computer systems. The legalization and application of judicial controls to this activity
could result in the setting of limits, and would thus minimize its negative effects. This
alternative would prevent the creation of new vulnerabilities, since it only exploits
existing ones, and it would ease the pressure on manufacturers and service providers
to collaborate with governments®. However, these are discussions that deserve our
attention, and that haven’t yet occurred in our country.

Hacking Team in Latin America

In Latin America, only in 2015 did the citizenry find out that hacking tools were part
of the region’s surveillance authorities” portfolio.

In March 2013, a CitizenLab report documented for the first time the use of Finfisher
in Mexico’. Soon after, in April of that same year, a new report by this organization
showed it's expansion into Panama'. In the last report from October 2015, Citizen-
Lab shows how Finfisher is also being used by Venezuela and Paraguay.". On the
other hand, since February 2014, thanks to another CitizenLab investigation, the use
of malware sold by Hacking Team has been discovered in at least three countries in



the region: Mexico, Panama and Colombia’. 2015 revelations about leaks about the
Italian company Hacking Team confirmed this investigation, and even established
that the extent of the use of this tool in the region was much greater than what was
initially reported®. It was also established that Ecuador, Chile, and Honduras had at
some point acquired or used this software', that Brazil had obtained the necessary
authorizations to use it and that it planned to use it as a surveillance mechanism for
the upcoming Olympics®, that the tool was being demonstrated in Peru,'® and that
contacts were being made in Argentina".

Governments in the region have reacted in various ways to these revelations. Ecua-
dor’s National Intelligence Secretary denied it’s relationship with Hacking Team™.
Nonetheless, there is evidence that suggests the use of this software in Ecuador
against opposition figures and groups"”. In Chile, the Investigations Police admitted
having acquired Hacking Team software and justified its purchase as part of its mod-
ernization projects “aimed at improving the operational capacity for investigating

organized crime, international terrorism, and large scale drug trafficking”?.

Finally, in Mexico, the leaks made it clear that 14 authorities, both federal and state,
were clients of the Italian firm, and the legality of these activities was later put into
question®. According to the leaked documents, Mexico made the biggest payment
ever made by a public or private company in the history of the Harking Team when
it purchased 600 licenses to conduct simultaneous monitoring®.

Hacking tools in Colombia

The email leak from the Italian firm Hacking Team confirmed that its remote control
system had been solid in Colombia and that it was probably being used. The buyer
turned out to be the National Police Directorate (DIPON). In a press release, the Po-
lice did not deny the use of Hacking Team products, but denied having any relation
with this company. It also affirmed having had no commercial contact with Hacking
Team, although it admitted having “acquired a technology tool with the company
Robotec Colombia S.A.S, which offers security equipment. The purpose of this pur-
chase -it said- was bolstering the threat detection capabilities against terrorism and
organized crime in the Colombian cyberspace.”

What the police acquired was a remote control system called “Galileo”, which installs
itself in the target device through files specially designed to be opened by the target
user, allowing the attacker to take control of the device, take information, access the
microphone or webcam, and even record what is typed on the keyboard*.



In an initial case with suspected use of hacking tools, the Colombian Prosecutor Gen-
eral announced on December 3 that an investigation would commence derived from
the report presented by journalist Vicky Davila for alleged interception of her private
communications, as well as those of her family and members of her team. The motive
behind these attacks against journalists appears to be the fact that they possessed
information previously leaked about the Police that points to serious cases of corrup-
tion, as well as a supposed prostitution network that benefited senior members of this
institution®.

Although apparently there was also illegal physical surveillance®, journalist Juan
Pablo Barrientos, who investigated the police scandal, was the person who experi-
enced the story presented in the first paragraph. Suddenly, some files he was working
on in his computer were deleted, not by accident, but as if someone had taken control
of the device.

Hacking Problems

Taking control over someone else’s device, regardless of the technical means em-
ployed, is equivalent to interception of communications in Colombia and, therefore,
requires the existence of a law so authorizing it and that there be judicial control of
said activity ¥. Many of the tools the authorities have at hand today are in some way
limited in scope. The interception of calls or emails only extracts information coursing
through those means and that the person concerned has decided to share with others.
However, access to a computer system, whether a personal computer or a mobile
phone, may involve the collection of all kinds of personal information such as photos,
work or personal documents, browsing history, access to microphones and webcams,
and even control the device itself; all the foregoing without the person being aware
of the intrusion or being able to establish a time limit to its execution. Hacking clearly
delivers far more information than would be obtained, for example, in a raid of the
home of the person concerned, though, in contrast, there are many more controls for
the latter measure than for the former.

Intrusion on the devices of persons is a violation of their privacy, but also affects their
right to freedom of expression and opinion. As stated by the Special Rapporteur of
the United Nations (UN) on the Promotion and Protection of the Right to Freedom of
Opinion and Expression, in the digital age, the exercise of these rights is not limited
to one’s own volition, it is also exercised in the use of search engines or in the storage
of files located on devices or on the cloud *.

The debate over the legality of hacking in Colombia, on the possible scope of a law
that allows it and the obligation to add controls to its execution to prevent abuse, such



as, for example, setting prior judicial control, are not the only elements nor do they
constitute the highest standards that currently exist if one is to consider that a restric-
tion on fundamental rights such as hacking is legitimate. For the Special Rapporteur
for Freedom of Expression of the Inter-American Commission on Human Rights, the
legitimacy of surveillance measures on communications derives from the observance
of certain conditions decanted from the various documents of the Inter-American
Human Rights System®. These requirements are:

1. Legally enshrined
Seeks an imperative goal

3. Need, appropriateness and proportionality of the measure to attain the ob-
jective pursued

4. Due process and judicial restraint

The Rapporteur for Freedom of Expression of the OAS, in regard to the revelations
about the use of the products and services of the Italian firm Hacking Team on the
part of governments around the world, noted that:

in accordance with international standards, the use of programs or sur-

veillance systems in private communications must be set clearly and pre-
cisely in law, be truly exceptional and selective, and be limited to that
which is strictly necessary for the performance of imperative ends such as
investigating serious crimes as defined in legislation % .

Finally, the International Principles on the Application of Human Rights to the Sur-
veillance of Communications must be taken into account, which were developed from
the conceptualizations that have been made about international human rights law in
the digital milieu” in a process that was led by various organizations of civil society
and that included the participation of industry representatives and subject-matter
experts. The principles that should govern the application of communications sur-
veillance measures are: legality, legitimate purpose, need, appropriateness, propor-
tionality, competent judicial authority, due process, user notification, transparency,
public oversight, integrity of communications and systems, guarantees for interna-
tional cooperation and safeguards against unlawful access and the right to an effec-
tive remedy.

No country in Latin America has a legal framework on its books for the performance
of the activity of intrusion or ‘hacking’ of devices. Therefore, the first requirement of
legality as a guarantee of the legitimacy of a measure restricting rights is not satisfied.
The existence of a law in the formal and material sense presupposes a public debate
on the need, proportionality and adequacy of the measure, from which it follows that
these requirements are not met either.



The current illegality of the use of hacking tools is more noticeable if one considers
that there are laws that criminalize this. In Colombia, abusive access to a computer
system, computer data interception and the use of malicious software, among others,
are crimes®. In Peru, illicit access to computer systems and interception of private
communications are penalized®. In México, the interception of private communica-
tions is a crime* and in Brazil, the invasion of computing devices is punished®. De-
spite the apparent illegality of the activities alleged through the scandals of Hacking
Team, at least in Colombia, there are no investigations against individuals or entities
responsible.

Conclusions

If a rule were to be proposed to legalize the use of hacking tools by the authorities,
said rule would need to be clear about the types of tools that can be used and the pur-
poses of the equipment that could be affected, for example, access to files stored with-
in the device, to recording what is typed or what is captured by the microphone or
webcam. Likewise, it needs to be clear about how long such a tool can be employed,
which authorities and under what conditions can it be done (e.g. investigations of
certain crimes).

The extent to which the measure is limited in terms of the media on which it would
operate (networks, personal computers, mobile phones, security cameras, internet
traffic, etc.) also needs to be analyzed, in regard to the data it would access, and the
maximum time it could be implemented, not forgetting that the grounds for employ-
ing such a power should also be limited to certain specific cases.

The lack of precision in any of these issues can be a blank check for the authority that
might deploy the measure, from where the requirement of a legitimate goal might
fail, as well as the requirement of need and proportionality because it would be per-
missible to restrict a person’s rights for vague and unsubstantiated reasons.

It is clear that the hacking would require a court order, therefore, an application pro-
cedure should be established wherein the satisfaction of the requirements that would
be mandated in law for use of the measure could be verified. This procedure should
be designed to prevent abuse, and it should also contain provisions regarding the
chain of custody, the notification to the person concerned so that they can exercise the
right of defense, and the submission of transparency reports by the authorities on the
frequency of use and effectiveness of the measure.

Finally, one needs to consider that the extent to which hacking is a legitimate form
of communications surveillance may contain a contradiction vis-a-vis other duties



of the State. On the one hand, these types of measures are based on the existence of
computer vulnerabilities, i.e., security flaws. On the other hand, States currently car-
ry out cyber-security policies, following their duty to ensure the safety of citizens. If
the State does not report the vulnerabilities it finds, it maintains unsecure conditions
in breach of its obligations. If it reports these, however, it reduces the opportunities
for using them, wasting the time and resources it used to exploit them. Overcoming
this contradiction is an issue that must necessarily be part of the public debate on the
legalization of hacking.

Check this analysis on-line at

https://karisma.org.co/cuando-el-estado-hackea-3/
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