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At the institutional level, 2020 found Karisma 
in a strong position to face the challenge 
of quarantine and isolation that does not 
end. From the logic of collective care, we 
sought psychological support, telemedicine 
accompaniment, extra-work activities at home 
even for the little ones - and adopted biosafety 
standards. This flexible work model that we 
implemented required some adjustments, but 
it allowed our team to adapt and migrate to a 
work-from-home dynamic, facing the challenges 
of combining their personal lives with work 
related routines. In practical terms, we had to 
distribute chairs, computers, and screens to 
adapt workspacesat their homes.

Our financing model also suffered changes, 
backed by those organizations who support us. 
We had to adjust the activities of the projects in 
progress, through alternative approaches that 

Letter from
our director
March 4, 2021

Dear reader,

2020 was a challenging year on many levels. 
The COVID-19 pandemic changed all aspects 
of our life, heavily impacting every issue and 
topic covered by the Karisma Foundation. 
This situation also changed the way we ope-
rate and work. Without a doubt, the pandemic 
highlighted, exacerbated, and made our subs-
tantive concerns more visible.

would allow us to fulfill our goals, achieving a 
100% execution rate in our high-level plans. Due 
to the changes generated by the pandemic, we 
had to take on emerging issues and we got the 
funding to do so.

The communities we work with and whom we 
serve continued to find support and meeting 
spaces in Karisma as we took advantage of 
virtuality to promote new ideas and expand our 
reach. The courage with which the communica-
tions team took on the challenge of growing our 
online presence was exemplary, testing new for-
mats and languages in an environment of digital 
acceleration. In 2020, Karisma became a refe-
rence and source for the media, as never before.

As for the core of Karisma’s work, there are 
many issues that deserve to be highlighted. The 
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Thanks
for joining us in

this journey.
Carolina Botero

Director
Karisma Foundation

emergency unleashed by the pandemic granted 
special powers to the executive branch in different 
countries of the world, which led governments to 
legislate by decree and in a rash matter. This is 
due to the fact that the controls are reduced and 
the ithat civil society can perfom has to happen by 
video call. This is because controls are reduced 
and the only way to influence is through a video 
call. Even so, we kept a close watch on the role of 
technologies implemented to face this emergen-
cy, especially in relation to applications and web 
solutions to monitor Covid-19, information on in-
ternet infrastructure, data used to assign social 
support, and analysis of the current digital gap.

We dedicated time and energy to talk about the 
problems of access to culture and education 
amidst restrictions and to address the reality of 
education in rural areas. Special mention should 
be made of the continuous effort made by the 
team towards the growth of K + Lab in 2020, 
which will allow strengthening Karisma’s capaci-
ty in terms of digital security and monitoring the 
reform of the electoral code in which, together 
with other civil society organizations, we promo-
ted and managed to stop the implementation of 
online voting.
We start 2021 with the pandemic still ongoing, 
with enthusiasm for the trust of our funders and 

strengthened by our good results. We remain 
committed to supporting the advantages of di-
gital acceleration, which should reach all peo-
ple, but due to the great inequalities in coun-
tries like Colombia, it can unduly impact the 
most vulnerable populations, increasing the 
existing social, economic, and cultural gaps. 
We believe that today more than ever Karis-
ma’s work has greater relevance and we re-
main committed to it.
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SECURITY AND 
PRIVACY
We work so that the public policies and
practices of the State and individuals,
guarantee the rights to privacy and digital
security of people.

These rights are threatened by the
illegitimate interference of public and
private stakeholders in processes such as
mass surveillance, information control, and
the exploitation of personal data. We
articulate with public policymakers and
authorities, journalists, academia, and
civil society organizations to promote an
environment in which citizens may
participate in democratic life in an
autonomous way.
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Our active, critical thinking and sensitive community grew 
while defending our rights to digital security and privacy!

Reform of the electoral code

We work steadily and decisively to propose adjustments to the new Electoral Code regarding 
the implementation of ICT in the different stages of the Colombian electoral process, sugges-
ting compatible and respectful improvements for human rights.

We invite you to learn about the achievements 
and effects of this line of work in 2020:

• We contributed to the debate on the reform 
of the Electoral Code from our perspectives 
of the technology access gap: technological 
literacy, rurality, and gender. 

• We participated in the public hearing on 
the Electoral Code, an action that opened 
the doors to a more direct conversation 
with the Colombian National Congress on 
this issue.

• We succeeded in getting the online vote remo-
ved.

• We managed to include technical audits 
throughout the electoral process.

• Article 150 included a reference to data 
protection.

• We pushed for a more open and partici-
patory debate.

• In coalition with the Coronavirus Index 
Alliance, we launched the #No2theElecto-
ralCode campaign and managed to draw 
attention to the fact that various stakehol-
ders demanded minimum human rights 
standards.
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Security and Privacy

To multiply the impact of our actions in the previous contexts, we also mobilized efforts with 
other civil society organizations and gave life to the Coronavirus Index Alliance, a coalition de-
dicated to identifying relevant events along four lines: 

1) Access to knowledge
2) Privacy
3) Access to information
4) Control and moderation of content in the pandemic context.

Our monitoring aims to identify actions to bolster the public debate and make visible the ac-
tions of the State and some private stakeholders that may affect human rights in the digital 
space during the current COVID-19 pandemic context.

Cybersecurity

We participated in two hearings at the Inter-American Commission on Human Rights (IACHR)

• Hearing on illegal interceptions in Colom-
bia: As a guest expert, Karisma exposed 
the abusive use of new technologies, be-
yond the interception of fixed and mobile 
communications for political persecution 
purposes, using some procedures such as 
hacking, profiling, and Data Capture.

We highlighted the importance of regula-
ting how such tactics and technologies are 
used, for what purpose, and in accordance 
with what regulations to ensure that peo-
ple and their rights are protected.

Check the following link to access the 
press release that the Center for Justice 

and International Law issued on this hea-
ring: Colombia: IACHR reiterated that illegal 
surveillance is systematic and requested 
guarantees for the victims

Hearing on the use of technologies for the 
pandemic: We called the attention of the 
Commissioners of the IACHR during the 
177th period of sessions that took place 
online, to present our comments regarding 
the deployment of technologies to contain 
the contagion of Covid-19, and monitoring 
of social media before and during the so-
cial protests of November 2019 and Sep-
tember 2020.

• 

https://twitter.com/privacyint/status/1313137950406971394?s=20
https://twitter.com/privacyint/status/1313137950406971394?s=20
https://cejil.org/es/colombia-cidh-reitero-que-vigilancia-ilegal-sistematica-y-pidio-garantias-victima
https://cejil.org/es/colombia-cidh-reitero-que-vigilancia-ilegal-sistematica-y-pidio-garantias-victima
https://cejil.org/es/colombia-cidh-reitero-que-vigilancia-ilegal-sistematica-y-pidio-garantias-victima
http://www.oas.org/es/cidh/prensa/comunicados/2020/253.asp
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In this same line:

• We stopped police abuse through the use of artificial intelligence systems and cyber pa-
trolling protocols!

Through a communications campaign in 
alliance with “Temblores org” we influen-
ced the national conversation about cyber 
patrolling and questioned the Artificial Inte-
lligence System for profiling social networ-
ks that the Police wanted to set up and we 
also sensitized the civil society about the 
risks and implications of these practices 
on human rights.

Finally, hiring processes were postponed 
and what the Police had planned was not 
implemented.

Check this link to read: “Tell me who you 
follow and I will tell you how dangerous you 
are”.

• As representatives of civil society, we participated in several of the stages of the formulation 
of the Digital Trust and Security Policy (CONPES 3995 OF 2020), contributing in:

Ensuring that this policy focus on 
citizens and their human rights to 
enhance their well-being and that 
of societies as a whole, transcen-
ding a military and punitive focus, 
oriented towards the national se-
curity and defense,  the concept of 
“cyberwar” and its economic func-
tion.

Ensuring that the new CONPES in-
cludes a series of actions recom-
mended by our Digital Security and 
Privacy Laboratory (K + LAB) to 
create a national model for “perio-
dic disclosure of vulnerabilities.”

1 2

https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/dime-a-quien-sigues-y-te-dire-que-tan-peligroso-eres/
https://web.karisma.org.co/la-politica-nacional-de-seguridad-digital-como-hacerlo-mediocremente-y-con-poca-reflexion/
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• Our Director´s efforts in The Organization for Economic Cooperation and Development 
- OECD-

During several months of 2020, Carolina Botero, director of the Karisma Foundation, 
as a participant of the Steering Committee of the Civil Society Information Society 
Advisory (CSISAC) - the group of civil society organizations that is part of the OECD-
, collaborated actively for the construction of the report: Encouraging Vulnerability 
Treatment: How policymakers can help address digital security vulnerabilities., in 
which this agency sheds light on the debate for the management and disclosure of 
vulnerabilities, ethical hacking, coordination routes, and digital security in general.

Security and Privacy

our work influenced Colombia’s government decision 
to include into the public policy on digital security a 

mechanism of “periodic disclosure of vulnerabilities”

• We promoted an open, multipartite, and re-
gional dialogue on cybersecurity policies 
with a human rights approach, Colombia’s 
current state in this context, and the impor-
tance of civil society organizations from 
different sectors participating in the deba-
te and in the construction of public policies 
for a safe society that guarantees human 
rights.

• We published “A travel guide to the digital 
world: cybersecurity policies for human ri-
ghts defenders”, a resource that facilitates 
the understanding of the relationship of 
human rights with this issue, the political 
dimensions of cybersecurity, its stakehol-
ders, and challenges.

https://csisac.org/about.php
https://csisac.org/about.php
https://one.oecd.org/document/DSTI/CDEP/SDE(2020)3/FINAL/en/pdf
https://one.oecd.org/document/DSTI/CDEP/SDE(2020)3/FINAL/en/pdf
https://archive.org/details/guia-ciberseguridad-l.-a?view=theater&ui=embed
https://archive.org/details/guia-ciberseguridad-l.-a?view=theater&ui=embed
https://archive.org/details/guia-ciberseguridad-l.-a?view=theater&ui=embed
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• After conducting our online Workshop on Cybersecurity Policies with a focus on human 
rights and with the accompaniment and experience of more than 10 other countries in the 
region (Chile, Venezuela, Mexico, Argentina, Paraguay) we managed to raise awareness and 
improve the capacities of a group of people from more than 5 Colombian civil society orga-
nizations with different agendas and interests, to counterbalance the State’s narrative that 
the internet is a security problem that must be controlled and restricted.

• Thanks to the research carried out and 
its subsequent publication: Experimen-
ting with poverty: El Sisbén and the data 
analytics projects in Colombia, as a social 
control action, we managed to get the Na-
tional Planning Department to share detai-
led information on the databases and the 
selection process for Solidarity Income du-
ring the pandemic.

• On this same subject, we wrote the chapter: 
Automation, digital technologies and social 
justice: experimentation with poverty in Co-
lombia, for the book Artificial Intelligence in 
Latin America and the Caribbean: Ethics, Go-
vernance, and Policies, published by GuIA, a 
project of the Center for Studies in Techno-
logy and Society (CETyS) of the University of 
San Andrés, Argentina and we participated in 
a cycle of exhibitions with researchers from 
the region on the impact of Artificial intelligen-
ce focusing on its norms, policies and ethical 
discussions.

• In alliance with the University of Amsterdam 
and its DatActive Research Institute, we wrote 
the chapter: “The Case of the Solidarity Inco-
me in Colombia: The Experimentation With 
Data on Social Policy During the Pandemic” 
for the book COVID-19 from the Margins: 
Pandemic Invisibilities, Policies, and Resis-
tance in the Datafied Society.

Data Intensive Systems - Artificial Intelligence

https://web.karisma.org.co/taller-online-politicas-de-ciberseguridad-con-enfoque-en-derechos-humanos/
https://web.karisma.org.co/taller-online-politicas-de-ciberseguridad-con-enfoque-en-derechos-humanos/
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Security and Privacy

With these actions, we contributed to the work of a group of nineteen researchers from nine 
universities and organizations in Latin America and the Caribbean that seek to contribute to 
the ethics, regulation, and environment of public policies for the development and adoption of 
Artificial Intelligence.

• The Inter-American Development Bank in-
vited us to participate in the fAIr LAC initia-
tive, where we shared our comments and 
participated in a workshop with stakehol-
ders from the public, private, and academic 
sectors to promote the responsible adop-
tion of AI and thus improve the provision 
of social services (mainly in the sectors of 
education, health, social protection, labor 
markets and issues associated with gen-
der and diversity) and create development 
opportunities in order to reduce gaps and 
mitigate the growth of social inequality.

• We supported the launch of reconoci-
mientofacial.info (facialrecognition.info), 
an initiative of the Digital Rights organi-
zation that gathers information on facial 
recognition technology in Latin America, 
denounces the risks of its advancement, 
and makes visible the work of civil society 
organizations in this field. The site collects 
news about new implementations of this 
technology as well as campaigns and civil 
society initiatives.

• Through our Coronavirus Index Alliance 
coalition, we sent to the Constitutional 
Court an intervention commenting on ar-
ticles 2 and 4 of Decree 464 of 2020 of 
the Ministry of Information and Commu-
nication Technologies, which declared 
the internet service as an essential public 
service and at the same time gave internet 
operators the power to prioritize internet 
traffic

• In our comments sent to the Constitutional 
Court, regarding its process of reviewing 
the constitutionality of that Decree and De-
cree 555 -which essentially repeated the 
text of Decree 464 of 2020- we emphasi-
zed the need to put a limit to this measure 
which cannot be permanent and that must 
conform to rigorous criteria.

Net neutrality, prioritization of internet traffic, and use of personal 
data in a pandemic context
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• The traffic prioritization measure allowed for 
the consumption of educational content and 
for business purposes, two key activities 
that need to be enabled since in a pande-
mic context access to educational content 
and the exercise of work activities must be 
allowed. However, how to distinguish be-
tween educational content and entertain-
ment content? How much will these measu-
res last if it is necessary to implement them? 
We draw attention to this activity that could, 
among others, negatively impact the main-
tenance of Internet neutrality in the country 
and affect the exercise of equally important 
rights in a pandemic, such as the enjoyment 
of the right to mental health, access to infor-
mation, among others.

• We generated the necessary awareness so 

the Communications Regulation Commis-
sion -CRC- was required to release periodi-
cally reports on internet traffic in an open 
data format to make it easier for people to 
consult, review, and analyze it. Our wake-
up call served to facilitate access to this 
data.

• In the end, it was not necessary for the-
se traffic prioritization powers to become 
effective because internet infrastructure in 
the country passed the test of congestion 
and network peaks due to the transfer of a 
good part of daily activities online, but we 
believe our calls for attention influenced 
the votes of some magistrates in Senten-
ce C-151 of 2020  where the value of net 
neutrality in times of emergency was em-
phasized.

• Researcher Gemma Galdón, epidemiologist Zulma Cucunuba and our director Ca-
rolina Botero, shared this space to discuss the deployment of apps as an attempt 
to contain the spread of the coronavirus.

To know more about this discussion you can access this resource: Pandemic and 
human rights: How to make a responsible technological implementation?

• Without gloves, without masks, apps, and technologies in a pandemic: We opened 
this space to talk, reflect and debate on the technological solutions that have been 
adopted globally in response to the crisis caused by the COVID-19 pandemic. It 
was carried out in a cycle of 3 digital discussions.

Discussions

Faced with the challenge of making emergency technological decisions to support epidemiolo-
gical plans to contain the COVID-19 pandemic, from the Coronavirus Index Alliance we propo-
sed spaces for debate and information distribution that would provide knowledge to address 
and prepare for risks and barriers to human rights that cannot be identified easily among those 
tech implementations:

https://web.karisma.org.co/conversacion-pandemia-y-derechos-humanos-como-hacer-una-implementacion-tecnologica-responsable/
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We invite you to check the following links to access each of these discussions:

1) Impacts and limits of CoronApp Colombia in public health and in socio-cultural, 
political, and economic contexts

2) Solidarity income and experimentation with data: Where is the social policy going?

3) Mexico: Global impact of censorship policies on access to knowledge and culture

Security and Privacy

 Additional efforts:

• We trained a group of civil servants from 
the Office of the Attorney General focused 
on the defense of human rights about the 
exploitation of data and the risks of its in-
tensive use.

• We attended the launch of the Colombian 
National Statistical System -SEN- of the 
National Administrative Department of 
Statistics (DANE); a system for the intero-
perability of data and statistical informa-
tion. We discussed what we believed are 
issues to be improved by DANE and other 

entities belonging to the SEN for the intero-
perability of the State.

• We worked with the World Bank by provi-
ding comments on the World Development 
Report 2021: Data for Better Lives. At this 
meeting, we presented our experience 
with the exploitation of data on vulnerable 
people in Colombia and the importance of 
a balanced perspective between the risks 
and benefits of analyzing large volumes of 
data.

 Awards

• At the Paris Peace Forum, The Institute for 
Security Studies @EU_ ISS, launched Good 
Cyber Stories, an initiative that recognized 
some of our research on digital vulnerabi-
lities and our impact on the cybersecurity 
CONPES.

Check the video: Good Cyber Stories
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ACCESS TO 
KNOWLEDGE 
AND CULTURE

We work to promote and strengthen pu-
blic and private policies that decrease or
eliminate economic, legal, and techno-
logical barriers to the common enjoy-

ment of the rights to knowledge and 
culture in digital environments; es-
pecially when public funds are part 
of the equation. We do this with civil

society stakeholders, organizations and
public and private entities that promote
these rights.
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The Covid-19 pandemic made clearer the need and 
public interest about the various accesses to art, 
research, and culture. At Karisma Foundation, we 

managed to get closer to our audiences and identify what 
is happening in these contexts and thus consolidate 

political, public, and cultural advocacy actions.

We invite you to learn about the achievements 
and effects of this line of work in 2020:

• Our director Carolina Botero was chosen 
as one of the international experts of the 
Open Science Consultative Committee of 
the United Nations Educational, Scientific 
and Cultural Organization (UNESCO) bit.
ly/3h6diXy pic.twitter.com/46KdzCcxUU

We promoted political discussions, debates, and active participation of different people from 
the academic field, representatives of the artistic and cultural sector, and other stakeholders 
with interests in open and participatory science.

Access to Knowledge and Culture

https://twitter.com/Karisma/status/1347201072943788033
https://twitter.com/Karisma/status/1347201072943788033
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We joined efforts with people from civil society, academia, and artists 
to push for policy changes on intellectual property

• We lead the articulation of more than 30 people from various organizations in the artistic, 
cultural and creative sectors, as well as people from academia and civil society groups. We 
organized dissemination tables and provided more than 400 comments to the 2020 draft of 
the CONPES (National Council for Economic and Social Policy) on Intellectual Property.

• We joined efforts with AlSur and participa-
ted in the public consultation that the Bra-
zilian Government made about how to re-
gulate the Marrakesh Treaty in this country. 
With this action, we wanted to specifically 
answer the question: Should a commercial 
availability requirement be established in 
accordance with the provisions of clause 
4 of article 4 of the Marrakesh Treaty?

• We followed up on the debate on the 
approval of the Marrakesh Treaty, which 
was finally ratified after five years.

• In alliance with the Observatory of organi-
zations of the Marrakesh Treaty and with 
the participation of different people from 
academia, civil society, and the National 
Directorate of Copyright, we held an open 
class at the Pontifical University of Peru, to 
talk about the Marrakech Treaty. Our goal 
was to analyze the case of Colombia and 
identify the role of civil society and how a 
better job can be done to adopt, in our own 
countries, the Marrakesh Treaty.

https://web.karisma.org.co/el-borrador-del-conpes-de-propiedad-intelectual-esta-abierto-a-comentarios-y-los-necesita/
https://web.karisma.org.co/el-borrador-del-conpes-de-propiedad-intelectual-esta-abierto-a-comentarios-y-los-necesita/
https://web.karisma.org.co/el-borrador-del-conpes-de-propiedad-intelectual-esta-abierto-a-comentarios-y-los-necesita/
https://web.karisma.org.co/el-borrador-del-conpes-de-propiedad-intelectual-esta-abierto-a-comentarios-y-los-necesita/
https://web.karisma.org.co/el-borrador-del-conpes-de-propiedad-intelectual-esta-abierto-a-comentarios-y-los-necesita/
https://web.karisma.org.co/que-paso-en-el-senado-de-colombia-con-el-segundo-debate-del-tratado-de-marrakech/


19

Access to Knowledge and Culture

Events:

• Digital festivals: Given the rise in restrictions on the internet, we responded with 5 festivals 
of digital activism called “Free the Culture”. Between art, anecdotes, and good conversations 
with more than 10 guests, we nurtured the debate and identified new challenges and opportu-
nities on copyright reforms in art and culture in the digital world.

• The week of Intellectual Property, Public 
Interest, and COVID-19: We brought toge-
ther more than 600 people from Brazil, Ca-
nada, the United States, Colombia, Sudan, 
among others, around 31 virtual events on 
copyright reforms, open policies, access 
to medicines, digital rights, trade agree-
ments, traditional and diverse knowledge; 
with simultaneous translation in English, 
Spanish and Portuguese.

• We invite you to check each of these 5 Digital Festivals by clicking on the fo-
llowing links:

1) The Cinema club movement in Colombia
2) How “free” can free radio be in Colombia?
3) Books of freedom, the community value of the book
4) Art, culture, freedom of expression, and digital censorship
5) Art, salary, and copyright, The orange trap?

https://web.karisma.org.co/eventoal-aumento-de-restricciones-en-internet-responderemos-con-esta-verbena-de-activismo-digital/
https://web.karisma.org.co/evento-hoy-que-tan-libre-puede-ser-la-radio-libre-en-colombia/
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You can also check the official website for the Week of Intellectual Property, Public 
Interest, and COVID 19.

• Creative Commons & New Media Bogotá 
Film Festival: We participated in this aca-
demic meeting that brings together local, 
national and regional industry professionals 
interested in discussing Free Culture and 
Creative Product Licenses.

• Creative Commons Workshop: Our goal 
with this activity was to make clear that 
copyright is not only reserved rights, so we 
seek to promote other forms of licensing 
with a broader perspective and that corres-
ponds to other interests.

• This event was an unprecedented space for dialogue and exchange of information for a 
global network of researchers, activists, and professionals from various areas of knowledge 
who think about the public interest in relation to intellectual property, taking into account the 
current situation created by the COVID 19 pandemic.

 
• We invite you to check this message of thanks published by our Director Carolina Botero, in 

response to this event.

• Click on this link to access: 
Narrating the future - VII Creative 
Commons Film Festival & New 
Media in Bogotá

http://www.globalcongressip.org/inicio/semana-de-la-propiedad-intelectual/?lang=es
https://www.youtube.com/watch?v=t9gnQspxEp4&ab_channel=Fundaci%C3%B3nKarisma
https://medium.com/creative-commons-we-like-to-share/narrarelfuturo-muchos-universos-narrativos-posibles-a-trav%C3%A9s-de-las-cc-db01dd51aee4
https://medium.com/creative-commons-we-like-to-share/narrarelfuturo-muchos-universos-narrativos-posibles-a-trav%C3%A9s-de-las-cc-db01dd51aee4
https://medium.com/creative-commons-we-like-to-share/narrarelfuturo-muchos-universos-narrativos-posibles-a-trav%C3%A9s-de-las-cc-db01dd51aee4
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• We collaborated with the Colombian Chapter 
of the publication: “ACCESS DENIED” How can 
journalists and civil society respond to notifica-
tions of content removal?

This is a guide published in a joint effort with 
Article 19, Public Space, Indela Fund and the 
Cyberlaw Clinic, in which journalists, activists, 
and people from Latin American civil society 
find information on how to protect their rights 
to freedom of expression and keep their content 
accessible online despite digital difficulties and 
the blocking or elimination of content by the 
Digital Millennium Copyright Act -DMCA-.

• In this chapter, we provided an overview of a couple of our current research activities: 
“Internet is your Passion” and “Sharing is not Crime”.

• Working together with Misión Salud, IFARMA and ISUR, we sent our comments regarding 
Special 301, a document published annually by the Office of the United States Trade 
Representatives (USTR) that aims to exert pressure on this country’s commercial partners, 
including, of course, Colombia. In the case of Colombia, it refers to the regulation of copyright 
and intellectual property, along with the regulation of medication prices.

• We documented copyright blocking, removal, or censorship of platforms in times of 
COVID-19.  

Publications, mappings

Our work at the World Intellectual Property Organization - WIPO:

In coalition with some NGOs such as Educational International, Communia, the Program on In-
formation Justice and Intellectual Property (PIJIB), the International Federation of Library Asso-
ciations and Institutions, IF, Wikimedia Germany, Innovarte, and the NGO Electronic Information 
for Libraries, we asked WIPO to work on examining the impact of the pandemic on access to 
knowledge, education, and research.

Access to Knowledge and Culture

https://articulo19.org/reclamos-de-derechos-de-autor-son-utilizados-para-eliminar-contenidos-periodisticos-y-de-activistas-en-america-latina/
https://articulo19.org/reclamos-de-derechos-de-autor-son-utilizados-para-eliminar-contenidos-periodisticos-y-de-activistas-en-america-latina/
https://articulo19.org/reclamos-de-derechos-de-autor-son-utilizados-para-eliminar-contenidos-periodisticos-y-de-activistas-en-america-latina/
https://web.karisma.org.co/pandemia-censura-y-control-a-la-libertad-de-expresion-en-internet/
https://web.karisma.org.co/pandemia-censura-y-control-a-la-libertad-de-expresion-en-internet/
https://www.mision-salud.org/
https://www.ifarma.org/
https://centroisur.co/
https://web.karisma.org.co/special-301-de-2019-la-independencia-legislativa-de-colombia-otra-vez-bajo-amenaza/
https://web.karisma.org.co/special-301-de-2019-la-independencia-legislativa-de-colombia-otra-vez-bajo-amenaza/
https://ustr.gov/issue-areas/intellectual-property/special-301/2019-special-301-review
https://ustr.gov/issue-areas/intellectual-property/special-301/2019-special-301-review
https://web.karisma.org.co/pandemia-censura-y-control-a-la-libertad-de-expresion-en-internet/


22

We are the first digital security and pri-
vacy laboratory in Colombia designed 
from and for civil society. We carry out 
technical analyzes to support the advo-
cacy work of our Foundation, alert about 
security threats from the digital world 
and train journalists, human rights de-
fenders and those who are exercising 
social leadership in their territories, the 
organizations that group them, and enti-
ties with which they are related.
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In 2020 we began to transform the understanding 
and narratives about digital security: New 

stakeholders, networks, social groups, points of 
view, discourses and agendas on this right emerged 

in the midst of the pandemic.

We invite you to learn about the achievements 
and effects of this line of work in 2020:

Since the beginning of the COVID-19 pandemic, through our K + LAB Digital Security and Pri-
vacy Laboratory initiative, we conducted research, analyzed, monitored, and published several 
coordinated technical reports of critical vulnerabilities in the implementation of public health 
tools, applications, and websites such as CoronApp_Colombia, Medellín Me Cuida, Cali Valle 
Corona, GABO (Bogotá Caregiver) as well as other initiatives deployed by national and local go-
vernment entities to contain the pandemic. With our work, we managed to influence the areas 
of decision-making, politics, and social mobilization. With this:

Mobile applications and technologies to contain the pandemic

• We reported critical vulnerabilities in the im-
plementation of CoronApp Colombia that 
were resolved by the National Digital agency. 
This contributed to improving the security of 
the more than 10 million records of people 
processed by CoronApp Colombia.

• The National Digital Agency repaired the 
digital security breaches that exposed the 
people’s right to privacy and digital secu-
rity, among others, due to the use of this 
application.

• We managed to get the authorities of 
Bogotá and Antioquia to stop sending 
advertisements that reached citizens to 
alert them about possible exposure of 
contact with other people, through Face-
book and Google’s advertising platforms, 
taking into account that trying to simula-
te a Digital contact tracing process using 
these techniques posed a potentially se-
rious threat to the privacy of individuals.
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• We pressured the authorities for CoronApp to be held accountable at a public hea-
ring on privacy and technical scrutiny, and during this hearing, we worked closely 
with the House Representative who cited the debate to help her guide the discus-
sion agenda.

• One of the conclusions of this debate was something Karisma had been denoun-
cing throughout its technical work: that at the time the objective of this technology 
and its contribution to the strategy of containment of covid-19 wasn’t completely 
clear.

• We fostered the public debate by being able to include this issue in the agendas of 
the media and in discussions on social networks and other digital environments, 
amplifying the participation of civil society, academia, and social organizations 
regarding the control of technological solutions in the pandemic.

• As a result of our efforts, CoronApp Colombia had to adjust its personal data 
protection policy to warn users about the data collected by the application, its 
functionality, and the third parties that have access to it.

• We carried out a joint effort with members of Medellín’s Municipal Council who 
fostered the proposal for control of Medellín Me Cuida.

• We draw attention to the lack of transparency and excessive experimentation in 
the development and deployment of these technologies.

• With our reports on vulnerabilities, we highlighted the need for technological solu-
tions to be analyzed from the perspective of the privacy of the information of the 
people who use them; something that in some cases is still pending.

1) CoronApp, Medellín me Cuida, and CaliValle Corona under scrutiny  -or how
CoronApp can be hacked without even trying-
 
2) Digital contact tracing apps, why shoes if there is no home? Technology at the ser-
vice of pandemic control
  
3) What does CoronApp say it does and what it actually does?
                                              
4) Exposure notifications through advertising: WTF? 

Publications

Check each of the following links to access the publications that our K + LAB made on mobile appli-
cations and technologies for the containment of the pandemic.
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In Colombia:

• We provided support for organizations 
and people who defend the Peace pro-
cess in different regions around the 
country.

• In Catatumbo, Chocó, and Bajo Cauca re-
gions, we collaborated with some social 
groups. This allowed us to better unders-
tand what is happening in these territo-
ries with the lack of guarantees for the 
implementation of the peace agreement 
and how this relates to the need to stren-
gthen digital security measures.

• We provided support for several groups 
of people from the LGBTIQ Community in 
the Colombian Caribbean.

Working with organizations

We worked with a group of social organizations with diverse interests and agendas, in local and 
international contexts to improve their capabilities in digital security.

• We worked with organizations from the 
grassroots cultural sector in Bogotá.

• We accompanied women members of 
groups with interests in sexual and re-
productive health.

• We worked with organizations of people 
deprived of their liberty, victims of state 
crimes, exposed to profiling, alteration of 
content, monitoring, adulteration of pu-
blished documents, illegal interception 
of communications.

• We worked with indigenous organiza-
tions.

5) CoronApp: lots of data, few benefits?
    
6) COVID app permissions: when will this curve go down?
In this post, we share our first open-source script on GitHub. A tool to compare and 
look at the evolution over time of the permissions requested by any Android applica-
tion. Feel free to use it!

Access this first script HERE.

7) CoronApp CoronApp on Android or iOS, which of the two is the lesser evil when 
protecting people’s privacy? 

 8) Click on the following link, https://cv19.karisma.org.co/ to access the Coronavirus 
Index Alliance website and our analysis of government measures and actions during 
the pandemic.

https://web.karisma.org.co/coronapp-en-android-o-en-ios-cual-de-las-dos-hace-menos-mal-la-tarea-de-proteger-la-privacidad-de-las-personas/
https://web.karisma.org.co/coronapp-en-android-o-en-ios-cual-de-las-dos-hace-menos-mal-la-tarea-de-proteger-la-privacidad-de-las-personas/
https://web.karisma.org.co/coronapp-en-android-o-en-ios-cual-de-las-dos-hace-menos-mal-la-tarea-de-proteger-la-privacidad-de-las-personas/
https://cv19.karisma.org.co/
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In Ecuador:

• We interacted with indigenous organizations in the Ecuadorian Amazon Region.

In Perú:

• We collaborated with a group of young people in Peru, mostly women, in strengthening their 
skills in digital security in virtual banking and financial contexts.

¡En 2020 adaptamos nuestras metodologías 
al contexto virtual, incorporamos actividades 
interactivas y participativas pensadas en los 
nuevos desafíos y necesidades particulares 

de cada organización!

Organizations always say they like this new 
methodology :-).

Self-hosted events

We organized 5 data-detox dinners for digital beings: This way we put on the table a delicious 
menu and an open letter for all people to freely use their cell phones, tablets, and computers 
and adopt best practices to get rid of intoxication and bad digital habits.

1 Data Detox Dinner

2 Dinner: We need to talk about Facebook

3 Dinner: Take control of your apps

4 Dinner: Your profile is a coveted product

5 Dinner: Rights and how to exercise them in digital

Get your stomach and your digital cutlery ready! 
You just have to click on the following links to ac-
cess each of these dinners:

https://web.karisma.org.co/2da-cena-de-desintoxicacion-de-datos-para-seres-digitales/
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External events

• We participated in the Latin American Fes-
tival of Free Software Installation (FLISOL 
2020) with our presentation: “CoronApp, Me-
dellín me Cuida, and CaliValle Corona under 
scrutiny, Or how CoronApp can be hacked wi-
thout even trying”. There we explained how 
two applications and a website intended to 
track the current epidemic were analyzed, as 
well as some findings that were revealed in 
these analyzes: lack of transparency, privacy 
concerns, and serious digital security vulne-
rabilities.

• We attended the inaugural meeting of FIRST 
Threat Intelligence SIG!, where we shared 
with other civil society organizations from 
Tibet, Nigeria, and Pakistan that are part of 
CIVICERT -the international network of rapid 
response groups on digital security for ci-
vil society-and we were able to learn about 
their needs, interests, and objectives on to-
pics such as phishing, piracy in the midst 

of geopolitical conflicts, misinformation, 
web shells on news websites and requests 
for help, DDoS attacks related to spyware 
against dissidents.

• Internews Global Technology invited us to 
participate in its “Threat Analysis and Sha-
ring” Webinar series. There we presented 
our research on Threats in the context of 
COVID-19 pandemic: Analysis of websites 
and applications in Colombia. We shared our 
work methodology and research approach, 
our findings, and future plans related to this 
topic.

CLICK HERE to know more about the highli-
ghts of this participation.

https://web.karisma.org.co/klab-y-analisis-de-apps-de-monitoreo-de-covid-19-en-flisol-2020/
https://web.karisma.org.co/klab-y-analisis-de-apps-de-monitoreo-de-covid-19-en-flisol-2020/
https://web.karisma.org.co/coronapp-medellin-me-cuida-y-calivalle-corona-al-laboratorio-o-como-se-hackea-coronapp-sin-siquiera-intentarlo/
https://web.karisma.org.co/coronapp-medellin-me-cuida-y-calivalle-corona-al-laboratorio-o-como-se-hackea-coronapp-sin-siquiera-intentarlo/
https://web.karisma.org.co/coronapp-medellin-me-cuida-y-calivalle-corona-al-laboratorio-o-como-se-hackea-coronapp-sin-siquiera-intentarlo/
https://web.karisma.org.co/coronapp-medellin-me-cuida-y-calivalle-corona-al-laboratorio-o-como-se-hackea-coronapp-sin-siquiera-intentarlo/
https://globaltech.internews.org/blog/karisma-research-covid-colombia
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-LAB ITS - 
LABORATORY 
OF INNOVATION 
AND SOCIAL 
TECHNOLOGY

We explore new strategies, concepts, 
and ideas to meet the needs of civil 
society; especially in rural education 
centers, small-scale productive 
units, local markets in rural areas, 
and Colombian family farms. We 
do it based on innovation, social 
technologies, and networking, with 
organizations and people interested 
in different topics
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Through our Local Network named “Kimera”, we 
were able to provide support to face the inequalities 
in access to knowledge due to internet connectivity 

gaps that communities and people in rural contexts of 
the country have historically experienced, a situation 

exacerbated in the midst of the educational crisis 
caused by the COVID-19 pandemic.

We invite you to learn about the achievements 
and effects of this line of work in 2020:

Kimera Local Network

• We were able to check the operation of the Kimera Local Network in schools 
in Supatá, Cundinamarca, and Córdoba, also in Colombia, to ensure that some 
teachers could find solutions to the challenges that virtual education imposes on 
rural communities with limited connectivity and with difficulties in accessing the 
use of devices for this purpose.

-LAB ITS - Laboratory of Innovation 
and Social Technology
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CLICK HERE to access the official website of Kimera Local Network.

• Also in Fresno Tolima, where communities have been using this resource even before the 
pandemic, the Local Network offered a certain “virtuality” that supported students’ work at 
home. This allowed them to download guides, content, and activities on their cell phones, 
that after being completed were uploaded to the server for teachers to review, facilitating 
compliance with distancing requirements, allowing students to access content when they 
could, and bringing absent teachers closer.

To know more about this achievement, we invite you to read: The Kimera Wireless Local Ne-
twork in the pandemic and in the new proposed “alternation” education model.

• We provided the necessary tools for the educational communities (students, families, and 
teachers), in the places mentioned, to access Wikipedia offline, overcoming the barriers that 
prevented them to access the information, knowledge, and cultural content offered by this 
catalog.

We invite you to read: The challenges of virtual education in the era of COVID-19

• We participated in the online version of RightsCon, in an event on community ne-
tworks that compared the experience of several countries in the region, including 
Colombia. We reflected on the regulatory challenges that we are still struggling to 
achieve proper recognition, especially during the pandemic.

Events 

http://kimera.com/data/artesanal/artesanal.html
http://kimera.com/data/artesanal/artesanal.html
https://web.karisma.org.co/la-red-local-inalambrica-kimera-en-la-pandemia-y-en-el-nuevo-modelo-de-educacion-propuesto-alternancia/
https://web.karisma.org.co/la-red-local-inalambrica-kimera-en-la-pandemia-y-en-el-nuevo-modelo-de-educacion-propuesto-alternancia/
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INTERNET 
GOVERNANCE

We connected with stakeholders 
from the government, the private 
and academic sectors, and technical 
communities around advocacy ac-
tions and highlighting of issues rele-
vant to civil society such as values, 
defense challenges, and the future of 
the Internet. 

Furthermore, we encouraged open 
and inclusive processes to promote 
an equal environment for everyone 
who wanted to participate in these 
discussions and decisions.
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We invite you to learn about the achievements 
and effects of this line of work in 2020:

Corporate Accountability Index of Digital Rights 2020

Where is my data 2019

• We were part of the 2020 Corporate 
Accountability Index of Digital 
Rights, which evaluated the 
commitments regarding privacy, 
freedom of expression, information, 
and governance of the 26 most 
powerful digital platforms and 
telecommunications companies in 
the world.

We presented the fifth edition of our report 
“Where is my data?”, a document that 
highlights several turning points on the special 
commitment that internet providers have to 
people’s privacy and freedom of expression.

The presentation of this research was attended 
by several team members from Claro, Tigo, 
Movistar, ETB, EMCALI, and DirecTV, companies 
that were evaluated in this edition.

For civil society organizations such as Karisma, 
these reports become tools for monitoring and 
controlling the powers of the State, especially 
in matters of communications surveillance and 
respect for net neutrality.

Click HERE to access the report: Where is my 
data 2019

• We reviewed the policies of two 
companies: Telefónica and América 
Móvil and with this, we made our 
contribution to understanding the 
current state of this situation in 
Colombia.

https://rankingdigitalrights.org/index2020/
https://rankingdigitalrights.org/index2020/
https://rankingdigitalrights.org/index2020/
https://archive.org/details/InformeDEMD2019/mode/2up?view=theater&ui=embed
https://archive.org/details/InformeDEMD2019/mode/2up?view=theater&ui=embed
https://archive.org/details/InformeDEMD2019/mode/2up?view=theater&ui=embed
https://archive.org/details/InformeDEMD2019/mode/2up?view=theater&ui=embed
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As part of the Latin American Committee of IFEX -ALC

We monitored and promoted media and political actions to defend and promote the 
freedom of expression of people in Latin America.

By clicking on each of the following links, you will be able to learn more about some 
of our actions:

1) IFEX-ALC condemns the detention of journalist Darvinson Rojas and demands  
his full freedom 

 2) We reject the bill on “fake news” that will be voted on today in Brazil 

 3) Open letter to the Brazilian authorities on the charges against journalist Glenn 
Greenwald

Internet Governance
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GENDER 
PERSPECTIVE

TRANSVERSAL 
LINES OF WORK

FREEDOM OF 
EXPRESSION
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GENDER 
PERSPECTIVE

We developed inclusion and equity 
proposals to enable all people, 
especially those historically excluded, 
to enjoy the same opportunities to 
create, express, know, direct and 
participate in all areas of life in the 
face of gender inequalities that occur 
in our society and are reflected on the 
internet.
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We received the support of local media and some 
regional media to make progress on our goal of 

contributing to making journalism free of violence and 
sexual harassment!

We invite you to learn about the achievements 
and effects of this line of work in 2020:
Harassment-Free Journalists:

An investigation to understand sexist violence against Colombian journalists and 
communicators

In order to contribute to a better understanding of the different types of violence that 
Colombian journalists and communicators face, we embarked, in an alliance with the 
Colombian Network of Gender-oriented Journalists, on an ambitious research project 
in which we hope to have a general overview on this problem and thus make recom-
mendations to the government, the media and social platforms to prevent and deal 
with violence that interferes with the freedom of expression of people who practice 
journalism and communication.

http://www.redperiodistasgenero.org/
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Events

Our four main actions during 2020:

1. An online survey, aimed at all journalists and communication professionals in Colombia: 
more than 450 people participated!

2. The implementation of four focus groups: With a total of 24 people, two of them comprised 
only of women, one comprised of men and the other one mixed.

3. In-depth interviews with journalists.

4. Roundtable: In an effort to generate a discussion about sexist violence against journalists, 
we organized the “Journalists without Harassment Conference: Talk, Question, Build”, which 
included a talk between journalists to learn first-hand experiences and reflect on the necessary 
changes to eradicate sexist violence in journalism.

This roundtable was a huge success and generated a lot of engagement with 
Karisma’s regular audiences. All the strategies behind the survey attracted a 
lot of attention, created interest, and united the conversation of multiple stake-
holders!

Thanks to the interest and movement that our Investigation Journalists without Ha-
rassment aroused, we were invited to participate in various events and got media 
exposure at a national, local, and regional level.

• We participated in the Ceralia festival in Ecuador. We presented our work and were 
able to confirm that this problem is currently under public scrutiny and that we are 
already finding concrete actions to start addressing this issue.

Gender Perspective

https://web.karisma.org.co/avances-sobre-la-investigacion-periodistassinacoso-violencias-contra-mujeres-periodistas-y-profesionales-de-la-comunicacion/
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We launched

El Machitrómetro:
the new Machitroll Alert tool to eradicate Violence Against 
Women. 7 Karismatic people worked on a tool that detects, 
measures, and advises #Machitrolls on the internet. We 
know the pandemic has contributed to multiply their num-
bers and that many of them are on the loose.

So… (Drumroll) here it is!
https://bit.ly/MachitrometroK 

In recognition of the work that we have been 
doing for years in the Gender Perspective Line, 
our project leader was invited to participate 
in the session called “Guaranteeing women’s 
rights during a pandemic” of the Copenhagen 
Democracy Summit Agenda 2020.

We shared this space for debate and different 
points of view with female human rights de-
fenders from around the world who work on 

Copenhagen Democracy Summit 2020 Agenda.

innovative and progressive initiatives to ad-
dress the negative effect of the pandemic on 
women’s rights, which is exacerbating existing 
inequalities and creating new ones.

We also discussed this issue with other pro-
minent participants in the event such as US 
Secretary of State, Michael R. Pompeo, and Mi-
crosoft President, Brad Smith.

Do you use dating apps in times of pande-
mic? Let’s match! A campaign to map the 
use of dating apps in the current context of 
social isolation in Colombia.

We invite you to click on the following link to 
access our publication: Do you use dating 
apps in times of COVID-19? We want to know 
about your experiences!

https://bit.ly/MachitrometroK
https://web.karisma.org.co/usas-apps-de-citas-en-estos-tiempos-de-covid-19-queremos-conocer-tus-experiencias/
https://web.karisma.org.co/usas-apps-de-citas-en-estos-tiempos-de-covid-19-queremos-conocer-tus-experiencias/
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• We articulated with a group of researchers from the Laboratory of Digital and Inventive Me-
thods (DiSoRLab) of Rosario University to support them in the coverage and completion of the 
talk  “Data Feminism with Catherine D’Ignazio” and discuss some examples of data feminism 
in action to show how challenging binarisms (male/female) can help transform other oppres-
sive and unjust hierarchies.

In the context of the launch of the Confidence and Digital Security Policy (CONPES 3995 OF 
2020) and the implementation of the Online Workshop on Cybersecurity Policies with a focus 
on human rights - mentioned above -, we released a module in which we highlighted the impor-
tance of analyzing cybersecurity from a gender perspective.

Our goal was to strengthen the capacities of women and people with diverse identities and 
sexuality, to foster the design of new actions that mitigate the risks they face on the internet.

Gender module in the cybersecurity workshop

Gender Perspective

https://web.karisma.org.co/la-politica-nacional-de-seguridad-digital-como-hacerlo-mediocremente-y-con-poca-reflexion/
https://web.karisma.org.co/la-politica-nacional-de-seguridad-digital-como-hacerlo-mediocremente-y-con-poca-reflexion/
https://web.karisma.org.co/taller-online-politicas-de-ciberseguridad-con-enfoque-en-derechos-humanos/
https://web.karisma.org.co/taller-online-politicas-de-ciberseguridad-con-enfoque-en-derechos-humanos/
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FREEDOM OF 
EXPRESSION

We worked in the defense and 
promotion of the right to freedom of 
expression in digital environments. 
Through a transversal vision, 
we promoted the thematic lines 
necessary to defend the enjoyment of 
this and other rights such as access to 
information, culture and knowledge, 
education, and privacy.
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We invite you to learn about the 
achievements and effects of this 
line of work in 2020:
• Do you remember that on September 18 Facebook 

temporarily blocked the hashtag #ACAB “All Cops Are 
Bastards”?

As soon as we learned about this situation, which limited 
freedom of expression and hindered protests on the internet 
by preventing access to content related to the cases of 
police abuse documented during the month of September in 
Colombia, we asked several allied organizations in Brazil, Chile, 
Mexico, and Peru to share with us the results of their searches 
for #ACAB on Facebook. We documented their findings, 
collected evidence, and filed a complaint with Facebook 
Colombia.

Do you want to know more? We invite you to check the thread we made by clicking on this link: 
Temporary blocking of the #ACAB tag in Facebook.

As a result of this action, Facebook raised the 
request to their central headquarters and the 

restriction was lifted!

Libertad de expresión

https://twitter.com/hashtag/ACAB?src=hashtag_click
https://web.karisma.org.co/bloqueo-temporal-de-la-etiqueta-acab-en-facebook/
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• We commemorate the hearing on Freedom 
of Expression: An unprecedented event in 
which a high court in Colombia summoned 
experts, civil society organizations, and 
representatives of platforms to pronounce 
on the exercise of freedom of expression 
on the internet, the data protection in the 
digital age and the responsibility of internet 
intermediaries such as Facebook, Google, 
YouTube, among others.

For more information about this hearing, 
we invite you to click on the following 
link: Anniversary of the hearing before the 
Constitutional Court on social networks and 
freedom of expression.

• We did a thematic intervention in a class 
about the internet, freedom of expression, and 
copyright in the communication and digital 
tools module for the online Diploma course 
in Digital Content Management organized by 
the Javeriana University.

• We joined the conversation about 
“Community Networks: Experiences in Latin 
America” organized by the University of 
Costa Rica. We shared this space with the 
Center for Research on Technologies and 
Community Knowledge (CITSAC) of Mexico.

We invite you to check our participation by 
clicking on this link: Community networks: 
experiences in Latin America.

https://web.karisma.org.co/bloqueo-temporal-de-la-etiqueta-acab-en-facebook/
https://web.karisma.org.co/bloqueo-temporal-de-la-etiqueta-acab-en-facebook/
https://web.karisma.org.co/bloqueo-temporal-de-la-etiqueta-acab-en-facebook/
https://educacionvirtual.javeriana.edu.co/gesti%C3%B3n-de-contenidos-digitales-nivel-basico
https://educacionvirtual.javeriana.edu.co/gesti%C3%B3n-de-contenidos-digitales-nivel-basico
https://www.youtube.com/watch?v=s3r2O01gZ6M&ab_channel=ProlediUCR
https://www.youtube.com/watch?v=s3r2O01gZ6M&ab_channel=ProlediUCR
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AREAS OF 
SUPPORT

Communications

Technology
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COMMUNICATIONS

Our communications team has the mission of designing, implementing, and 
evaluating various communication strategies to support the foundation’s 
advocacy objectives and to ensure that different sectors of society listen 
and replicate our messages.  
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COMMUNICATIONS

• We worked collaboratively with each member of the Foundation’s strategic lines 
with the aim of planning and executing 100% digital actions in our communica-
tions.

• We developed a document with recommendations to strengthen the ideation, de-
sign, and socialization processes of messages and communicative contents of 
Karisma to respond to the needs of its audiences in the context of COVID-19, under 
the institutional premise of promoting the rights of people in digital environments.

• Me improved our capacities for the design and execution of strategic communica-
tions campaigns focused on the needs, desires, and nurturing of our audiences.

We adapted, reacted, and got stronger in the midst of 
all the changes provoked by the transition to the digital 
world that the COVID-19 pandemic brought to our work 

teams and our audiences.

New initiatives and new capabilities

Communications
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We grew and got stronger!

 Moving forward with our editorial position

• Our team grew! With the hiring of a design assistant and a communications intern, 
as well as the increase in the hours of dedication of some of the professionals 
who were already in our team, we went from 3 to 5 people and increased our 
response capacity to the new challenges that our organization and our audiences 
were going through.

• We strengthened our internal workflow: We designed new tools and generated 
new spaces and work processes for the management of information, knowledge, 
and sharing of lessons learned.

• We improved our processes of planning, execution, and monitoring of campaigns 
and strategic communications actions.

Karisma’s position regarding the discourses and hegemonic practices related to the 
use of technology to safeguard health in pandemic contexts was the product of an 
exercise of reflection and internal analysis among all the people in the organization 
that collects our Foundation’s many years of work and adapts to current challenges 
and needs:

• We fostered a public, active and critical debate to question and carry out citizen 
oversight and control to put limits on the interferences that a technological 
function-focused perspective, adopted by the State, can have on the human rights 
of people in digital environments.

• Given Karisma’s constant concern that civil society organizations are not part of 
the discussion spaces of the State and the Institutions that make decisions on 
matters of interest to the organization, from the Karisma communications team, 
we deployed messages and contents to highlight this problem, to give an account 
of our participation in these processes (not only the results when there are any) 
and to empower civil society on these issues.
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• One of our goals during 2020 was to increase the impact of our communications 
by making content more friendly, understandable, and useful for our audiences, 
interconnecting technical language with day-to-day language.

• 
We implemented digital dissemination techniques that are more respectful of people. 
In tune with our activist focus, we do not use paid advertising, SEO positioning, or 
penetration services to reach the people or communities of our interest or to position 
our speeches or messages.

• We also do not use free or paid services to do statistical analysis on social 
networks or to conduct user profiling.

• We favored the design and use of inclusive and accessible language strategies 
for the promotion and defense of the rights of LGBTIQ people, women, and people 
with disabilities. We bet on intersectionality!

• We launched our new website; a space that reflects our goals, work, and graphic 
identity.

• 95% of the content published on our website was created by our team members.

• In 2020 we produced and published 165 pieces of content on our website, which 
represented an increase of 67% compared to 2019 when we published 53.

• With 105,896 visits to the website during 2020, we exceeded by 65% the traffic to 
the publications reported in the previous year: 36,277.

• June, September, and March, were the months of 2020 with the highest amount of 
content production and publishing with 26, 21, and 20 entries respectively.

• The highest peaks of content production and publication in 2019 were April with 
18 entries and November with 12.

• In 2019, the highest traffic peak we had on our website was in the months of May, 
with 6,742 visits, and in September, with 6,762.

Website

Communications
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• Comparatively, in May, June, and November 2020, we doubled these peaks with 
12,444, 13,540, and 14214 visits, respectively.

• Since April 2020, we had almost 30% more visits than in 2019, with an average 
amount of 8000 visits, a phenomenon that can be related to the increase in our 
presence and positioning of the topics addressed in our website’s publications in 
the most important communication media of the country, as you can see later in 
the point of presence in the media.

• We worked on different strategies for the positioning of various content in each 
of our social networks, increasing our capacities and possibilities to reach our 
audiences in a different way in each of these contexts.

• We created bridges to encourage and moderate discussions of public interest, 
amplify the voice of civil society and our audiences, feed the debate as an exercise 
and idea of collectivity in relation to the State and the government, mediate 
positions and bring them before public bodies.

• We committed ourselves to our audiences so that our social networks were public, 
open, and participatory spaces.

• We rediscovered and explored new messages, styles, narratives, spaces, and tools 
to strengthen communication and interaction with our audiences and to engage in 
relevant conversations in political and cultural contexts.

• We were committed to the production of content and entertainment formats, 
to transcend our abilities to communicate from information and education 
perspectives.

• All these efforts allowed us to foster a more informed, critical, and empowered 
audience capable of defending their human rights in digital contexts.

Social media
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• We positioned new narratives among our general audiences who do not know or 
are not aware that their human rights in digital contexts are also human rights.

• Our social media chats served as a safe channel for women and people in the 
LGBTIQ community who are harassed in their personal digital environments.

• During 2020 we guided women by indicating actions and routes to report cases 
of violence, online harassment, threats and non-consensual publication of images 
with intimate content. During these chats we let them know that they are not alone, 
that it is not their fault, and that they have rights that are being violated. In several 
cases, we were able to help remove abusive content and false profiles created to 
intimidate them.

• We collaborated with more than 30 civil society organizations, activists, and local 
and international networks and consolidated a network of mutual support for the 
amplification of our agendas and objectives.

• We managed to position the identity of our digital campaigns.

• We increased our ability to generate digital discussions through virtual events.

• Regarding this Social Media Network, our follower growth during 2020 was 3333, 
finishing the year with 13329, compared to the increase of 1996 followers in 2019, 
finishing this year with 9996 followers.

• This represented a growth of 166% compared to the previous year.

• Overall, we had a steady growth of 100 to 200 followers each month and a peak 
of follower growth during the months of May, June, and July with approximately 
1,300 followers.

• The number of impressions, interactions, and debate generation with our content 
is highlighted.

Twitter

Communications
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• With more than 12 streaming events, new videos, and content, we promoted the 
growth of this network and the participation of new audiences in public debates about 
access to knowledge and culture, censorship, and digital security.

• This platform was also vital for our audiences to acquire knowledge about digital 
self-care.

• We took a leap of faith and working hand in hand with many of the Foundation’s 
teams of the different strategic lines, we managed to carry out more than 12 virtual 
live events! We talked, debated, and gave a voice to civil society.

• The number of followers on Instagram increased by 880, starting from 760 in 
January and ending with 1581 in December 2020.

• We maintained a constant monthly growth of 40 followers with a significant in-
crease of almost 300 followers between March and May, followed by a stable 
growth rate until December.

• 

Facebook

Instagram

YouTube

• We increased from 280 registered subscribers in 2019 to 443 by December 2020.

• We had a steady increase in new monthly subscriptions.
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The place of Human rights on the internet in the media debate!

• With our work and our content on issues of national interest, we consolidated 
ourselves as an organization with leading spokespersons for digital, traditional, 
and emerging media in Colombia, the region, and the world.

• Technologies, mobile applications, and their implications for human rights in the 
face of crises such as the COVID-19 pandemic, began to occupy a space in the 
agendas of the media and in the daily conversations of common people.

• In 2020, we increased our participation in media by 30% with a total of 222 
appearances in 2020 compared with 155 of 2019.

• The month with the highest number of appearances was May, with 42 coverages 
in the media, compared with the same month of 2019 with 12 publications and 
with February as the highest peak of that year with 31 appearances.

• The topics that allowed us to have the most presence in the media were those 
related to CoronApp- Colombia, Medellín me Cuida, and the ICT LAW.

Communications
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TECHNOLOGY

The Karisma Technology team is in charge of providing the means and 
tools for every member of the organization to have a technological 
environment completely aligned with the values of the Foundation. This 
team works to ensure that the infrastructure required by the organization’s 
self-hosted applications and services are resilient, follow good practices, 
are automated to the highest degree, and it is easy to track their current 
state
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TECHNOLOGY
We invite you to learn about the 
achievements and effects of 
this line of work in 2020:

The most important achievement of 2020 was that we 
segmented Karisma’s technological infrastructure into 
three different groups (public, internal, and system) in 
order to strengthen our security practices, organize 
our privacy policies according to the needs of our 
audiences and the specific roles of the people in the 
organization, their demands, and requirements.

On the other hand, we increased the capabilities of our 
team by adding a new team member, the administrator 
who is in charge of the public group.

We were also able to create campaigns quickly, thanks 
to the fact that our automated platform for this purpose 
has evolved and is more mature.
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56

Financial 
report

In 2020, Karisma managed a total budget of $2,851,293,636.83 COP, 
which corresponds to $772,005.34 USD, from several sources that can be 
distributed as follows: 

The previous table shows the distribution of budget by source. It reflects the fact that the Open 
Society Foundation granted us funds towards the end of 2020 to be executed between 2020 and 
2023. This explains the rise in the percentage shown in the row corresponding to Institutional 
Funds.

1. The exchange rate used corresponds to the average for 2020 reported by the Colombian National Bank: COP 
3,693.36 for each dollar.

61.23%
Institutional
funds

22.79%
Funds from projects 
or cooperation 
agreements

6.17%
Private sector funds

7.83%
Consulting and
training

1.99%
Other

0,00%
Donations
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During 2020, the resources that Karisma managed came from contracts and donations 
from individuals and organizations as follows:

• Funds from Projects or cooperation agreements: Internews, Padf, Privacy 
International, Global Partner Digital, Indela, Cristian Aid, Fundación Universitaria 
de San Andrés, World Wide Web Foundation, Electronic Frontier Foundation, New 
America, Open Society Foundation, American University.

• Core funding: Open Society Foundation.

• Donations: N/A

• Private sector funds: Google Colombia Ltda, Apple.

• Consulting and training: Land is Life, Genval, Swefor Colombia, APFCS (Citizen 
Data Audit), Fundalectura, Comundo, Biteca SAS, Consortium Solidarity Programs, 
ITA - CHO, Peace Brigades International -PBI, Colombia, Fundación Oriéntame, 
Podion Corporation, José Alvear Restrepo Bar Association (CAJAR), Det Norske 
Menneskerettighetsfond (Norwegian Fund).

• Other:  These incomes correspond to exchange differences, financial returns, and 
expense reimbursements.

1. Regarding 2020 budget execution

For 2020 there was a budget of COP $ 2,086,303,550.00 (USD $ 632,213.20 which 
was calculated with an exchange rate of COP 3,300 for each dollar), this budget was 
executed at 76.81%, that is, COP $ 1,602,549,383 (USD $ 433,900 calculated at the 
average exchange rate of 2020 COP $ 3,693.36).

To explain why the budget wasn’t completely executed we have to take into account 
that 2020 was marked by the Covid-19 pandemic, which, althoughmodified the 
Foundation’s activities -as explained in this document-, it did not substantially affect 
the execution of the budget once we isolate the Foundation’s budget from that of 
the Global Congress’ - an international event that represented more than 20% of the 
global budget and could not be carried out-.
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Karisma Foundation Budget Execution without Global Congress
Global 2020 Budget

without GC
Executed 2020 budget

without GC
% of executed 2020 budget 

without GC

1,686,303,55 1,511,463,926 89.63%

Karisma Foundation Total budget execution in 2020 

2020 Global budget Total Executed 2020 budget Total % of executed  2020 
budget 

2,086,303,550 1,602,549,383 76.81%

Budget Execution of the Global Congress only

GC budget for  2020 2020 budget received 
for the GC

Executed 2020 bud-
get for the GC

% of executed 2020 
budget for GC

400,000,000 361,254,339 91,085,457 22.77%

• Despite the pandemic, Karisma’s budget (excluding the Global Congress) was 
executed by almost 90%.

Despite the fact that the pandemic represented a significant challenge for all people 
and organizations, the Foundation managed to adapt to the new operational conditions 
(in the workplace, the personal and the immediate ecosystem), adjusting its 2020 
workflow on the fly -mainly assuming emerging issues-, keeping the commitments 
previously acquired and maintaining its efforts to obtain resources.

Regarding the individual projects assumed before the pandemic, they were fully 
executed on time, despite the fact that, for example, there were no travel expenses that 
are usually significant costs. What was done was to redirect and carry out alternative 
activities.

Thus, from the global budget for 2020 set at COP $ 1,686,303,550 (USD 511,001.08 
exchange rate of COP $ 3,300), 89.63% was executed, equivalent to $ 1,511,463,926 
(USD 409,238.18 exchange rate of COP $ 3,693.36). As expected, due to restrictions 
imposed by the pandemic, the budget couldn’t be fully executed in expenses such as 

Financial Report



59

travel (including institutional ones) and others, including those for incidence and in person 
advocacy, office, and representation expenses equally dimished by the restrictions during 
the pandemic.

• Impossibility of holding the Global Congress, an international event that would have 
taken place in Cartagena in August of 2020.

Quarantines and lockdowns did not allow the Global Congress to be held, which had a 
budget of COP $ 400,000,000.00 (USD $ 117,647.06). Karisma received $ 361,254,339 (USD 
$ 97,811.84 at an exchange rate of COP $ 3,693,36) to carry out the event. Once it was 
confirmed that this event would not take place, the Foundation stopped the allocation and 
receipt of funds for this purpose.

In order to maintain some of the activities planned for the second half of 2020, an online 
version of the Congress was held  with some communication activities Therefore, the 
money received by Karisma was executed in 2020 COP $ 91,085,457 (USD $ 24,661.95 at 
the exchange rate at the time of reception) equivalent to 22.77% of the originally approved 
budget. The decision was to keep the remaining funds to hold the event in person, if possible, 
in 2021 or to analyze other alternatives.

2. In the report, a differentiation must be made between resources for mana-
gement and those for project execution.

Of the resources managed in 2020, 15.98% (COP $ 455,646,435 or USD $ 123,369.08) 
correspond to resources from own operations and 84.02% (COP $ 2,395,647,202 or USD $ 
648,636.26) are resources for the management and execution of specific projects.

Like every year, this sorting is necessary to understand the numbers that appear in the 
financial statements of the organization and to understand how Karisma operates. The first 
number is the total amount of Operational and Non-operational Income (Donations or aid); 
while the resources received for the management and execution of projects are registered 
in the accounting records as income on behalf of third parties (account 28 of Current 
Liabilities).

The reason for this differentiation is due to Colombian accounting standards, which 
mandates that the resources of specific projects should not be considered as part of our 
own resources because it is assumed that we do not have direct control over them. For 
us, these resources are committed for a purpose and that is why only as the expense is 
made is it legalized. Therefore, we understand that even if payments in projects may vary 
from the original plan, the money received is due to the person who has delivered it for the 
execution of the corresponding project. These resources appear on the balance sheet as 
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“other liabilities” which can cause confusion.

3. The variation of current assets between 2020 and 2019 was 205%

This variation is explained because in 2020 important resources were received as institutio-
nal financing from the Open Society Foundation to be executed between 2020 and 2023. Of 
these resources, the sum of COP $ 1,066,383,797 (USD 288,729.99) passes for the following 
years.

4. Diversification of income 

Karisma’s work is important for the different social stakeholders and that is why we seek to 
have a diverse portfolio of funders and amounts distributed in such a way as to avoid depen-
dence on a few funders, or even just one.

Additionally, Karisma has been working to increase its own resources, especially through 
consulting and training. For this purpose, the K + Lab has been strengthened. By ensuring 
greater equity the organization can decide in a more flexible way about the use of those 
resources.

To see the effects of this work, it is necessary to adjust the table of resources managed by 
Karisma during 2020 and subtract those that were not executed (since the Global Congress 
event was not held or for money received from the Open Society Foundation to be executed. 
until 2023) as these sums distort the figures for comparison purposes.

A comparison of the resources executed by Karisma Foundation in 2020 with the resources 
managed in 2019 shows the effects of this work.

Resources managed by Karisma Fundation in 2019

Funds from Projects or cooperation 
agreements 22.79%

Institutional funds 61.23%

Private sector funds 6.17%

Consulting and training 7.83%

Donations 0,00%

Other 1.99%

Resources executed by Karisma Foundation in 2020

Funds from Projects or cooperation 
agreements 42.44%

Institutional funds 25.98%

Private sector funds 12.18%

Consulting and training 15.47%

Donations 0,00%

Other 3.93%

Financial Report
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The comparison allows us to see that in 2020 Karisma practically doubled the income of the 
foundation in consultancies and training, increased institutional funds and thus decreased 
the participation of resources from projects and the private sector.

5. Other

Karisma’s bank cash is invested in safe and low-risk financial products (savings accounts, 
CDTs, and low-risk trust accounts). Finally, the Foundation complies with the legal regulations 
regarding intellectual property and copyright.

Resources managed by Karisma Fundation in 2019

Funds from Projects or cooperation 
agreements 54.09%

Institutional funds 16.52%

Private sector funds 18.79%

Consulting and training 8.57%

Donations 0,00%

Other 1.99%

Resources executed by Karisma Foundation in 2020

Funds from Projects or cooperation 
agreements 42.44%

Institutional funds 25.98%

Private sector funds 12.18%

Consulting and training 15.47%

Donations 0,00%

Other 3.93%
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Informe de 
gestión 2020

Informe de 
gestión 2020

karisma.org.co

@Karisma

@fundacionkarismaa

Fundación Karisma

@karismacol


